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TRUE or FALSE

1. Apples, not caffeine, are more efficient at waking you up
in the morning. 

2. Forty people are sent to the hospital for dog bites every 
minute. 

3. The toothbrush was invented in 1498. 

4. 40,000 Americans are injured by toilets each year. 

5. If coloring weren't added to Coca-Cola, it would be
green.
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26 years in Industry experience
15+ years banking industry
ISACA\ITGI International VP
Chair COBIT® Steering Committee
Contributor to COBIT® Version 4 & 4.1
USA itSMF Board of Directors
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Member ITIL® Version 3 (V3) 
Advisory Group
Mentor and Reviewer of ITIL® V3



Robert.Stroud@ca.com

IT Governance Institute

IT Governance
Institute is a
non-profit

research think-tank
associated with 

ISACA®.
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Trademark Notice

COBIT® and ValIT™ are registered trademarks of ISACA/ITGI - Information 
Systems Audit and Control Association / IT Governance Institute ®

DISCLAIMER
CA nor its speaker warrant or guarantee the concepts or the accuracy of  
information provided herein.

©All rights reserved
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Agenda

IT Governance
COBIT
VALIT
Q&A
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IT Governance
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Trends in Information 
Technology

Business decision makers demanding IT transparency
• Spending accountability
• Mapping IT initiatives to business initiatives
• A better way of allocating IT costs to Business Units

Increased recognition of IT’s criticality to the business
• Increased responsiveness
• Consistent service-level delivery

Insource/outsource analysis for all IT services
• Service cost benchmarking

Changing industry regulations
• Business Software Alliance (BSA)
• Environmental Protection Agency (EPA)
• Legal compliance

Increased utility computing offerings from vendors
Adoption of Best Practices
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Another Definition of  GovernanceKubernán (gr): to steer a 
ship – the process of 
continually orienting and 
adjusting
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What is IT 
Governance?

IT GOVERNANCE

IT MANAGEMENT

• Objective: ensure that IT enables, sustains and extends the organisation’s strategies 
and objectives

• Method: providing direction and exercising control
• Content: Leadership, organisational structures and processes 
• Responsibility: board of directors and executive management

Translate strategy into action
• Increase automation (make the business 

effective)
• Decrease cost (make the enterprise efficient) 
• Manage risks (security, reliability & compliance)

Set Objectives
• IT is aligned with the business
• IT enables the business and maximises benefits
• IT resources are used responsibly 
• IT-related risks are managed appropriately

Translate 
direction into 

strategy

Measure and 
report 

performance

Provide 
direction

Evaluate 
performance
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Sustainable 
value and 
confidence

Performance vs. 
Control

Good IT Governance can 
help an organization balance 
risk management and 
performance improvement 
forces.

Legislation is forcing the 
pendulum toward the Risk 
Management axis

Competition and market 
pressures are forcing the 
pendulum toward the 
Performance Improvement 
axis

Improved
processes

Improved
controls

Integrated risk
management

Process
transformation

Performance Improvement
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COBIT
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COBIT

COBIT® = Control OBjectives for Information and Related Technology
Process-oriented framework for IT Governance
Focused on business goals and how IT supports their achievement
A tool for 
• Business management
• IT management
• IT process managers 

First developed in 1992
Issued by IT Governance Institute
Content is managed by the COBIT Steering Committee
Accepted globally as the de facto control framework for IT Governance
Documents can be downloaded from www.isaca.org
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How is COBIT 
Developed and 
Maintained?

ITGI‘s independent status and desire to promote openly available guidance 
is a key influencing factor
COBIT Steering Committee of volunteers and a management team drive 
the COBIT strategy and developments
Over 100 experts from around the world (members, industry players) and 
eight volunteer teams form a unique support team (BE, UK, DK, AU, ZA 
plus 3 groups in the US)
Development workshops create new content with no commercial pressures
ISACA/ITGI International HQ provide support services to produce and 
distribute the finished products
COBIT 4.0 has been a two-year effort with many interconnected projects
COBIT 4.1 took an additional year
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COBIT History

COBIT has evolved from an auditor‘s tool to an IT governance framework, 
used increasingly by IT management

Governance

Management

Control

Audit

COBIT 1 COBIT 2 COBIT 3 COBIT 4

1996 1998 2000 2005
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COBIT

• IT Governance – Better coverage with governance practices in key processes to 
enable executives and the business to take their responsibility

• Business Requirements – Better business to IT linkages with cascading goals 
and supporting metrics

• Harmonisation – Improved integration with other key practices
• Value Creation – Extended focus on risk-adjusted IT investments
• Enterprise Architecture – Process structure and resources
• Process Definitions and Process Flows – Improved process descriptions, 

activities, inputs and outputs
• Language and Presentation – More concise, action-oriented and consolidate 

into one book
• Feedback – Responded to user comments



Robert.Stroud@ca.com

Top-down approach

Business Strategy 
for IT

IT Goals

Business 
Architecture for IT

define

measure

measure

define

Business 
Strategy

IT Scorecard

Enterprise
Architecture for IT

Enterprise
Strategy
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COBIT 4.1 Business 
Focus
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Linking Business 
Goals to IT Goals
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Linking IT Goals to 
IT Processes
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The links

Business Goal 6:
Establish service 

continuity and availability

IT Goal 23

Make sure that IT 
services are available as 

required.

IT Goal 22

Ensure minimum business 
impact in the event of an IT 

service disruption or 
change

IT Goal 16

Reduce solution and 
service delivery defects 

and rework

IT Goal 10

Ensure mutual 
satisfaction of 

third-party 
relationships

DS2 PO8 AI4 AI6 AI7 DS10 PO6 AI6 DS4DS12 DS3DS4 DS8 DS13
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COBIT Components 
and interrelationships

IT GoalsIT Goals

IT Processes

Control 
Objectives

Control 
Practices

Control 
Design 
Tests

Key Activities

Maturity 
Models

Outcome 
Measures

Performance 
Indicators
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COBIT Domains
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COBIT IT Processes

Information

Monitor and 
Evaluate

Deliver and 
Support Acquire and 

Implement

Plan and 
Organise

PO1 Define a strategic IT plan.
PO2 Define the information architecture.
PO3 Determine technological direction.
PO4 Define the IT processes, organisation 

and relationships.
PO5 Manage the IT investment.
PO6 Communicate management aims and 

direction.
PO7 Manage IT human resources.
PO8 Manage quality.
PO9 Assess and manage IT risks.
PO10 Manage projects.

AI1 Identify automated solutions.
AI2 Acquire and maintain application software.
AI3 Acquire and maintain technology infrastructure.
AI4 Enable operation and use.
AI5 Procure IT resources.
AI6 Manage changes.
AI7 Install and accredit solutions and changes.

DS1 Define and manage service levels.
DS2 Manage third-party services.
DS3 Manage performance and capacity.
DS4 Ensure continuous service.
DS5 Ensure systems security.
DS6 Identify and allocate costs.
DS7 Educate and train users.
DS8 Manage service desk and incidents.
DS9 Manage the configuration.
DS10 Manage problems.
DS11 Manage data.
DS12 Manage the physical environment.
DS13 Manage operations.

ME1 Monitor and evaluate IT performance.
ME2 Monitor and evaluate internal control.
ME3 Ensure regulatory compliance.
ME4 Provide IT governance.
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For 34 IT processes you 
have …

Process
Overview

Process
description

IT domain &
Information
indicators

IT goals

Process goals

Key practices

Key metrics

IT Governance
& IT Resource
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For 34 IT processes you 
have …

Inputs

Outputs
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For 34 IT processes you 
have …

RACI chart
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Measurement System
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Assurance Steps 
(1/2)
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Assurance Steps 
(2/2)
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Assurance

Briefing

CIO
Baseline for

IT Governance

IT Governance 
Implementation 

Guide using COBIT

Board
Briefing

Audit Director
Baseline for

IT Governance

IT
Assurance 

Guide using COBIT

HOWHOW

Briefing

CIO
Baseline for

IT Governance

IT Governance 
Implementation 

Guide using COBIT

Board
Briefing

Audit Director
Baseline for

IT Governance

IT
Assurance 

Guide using COBIT

Briefing

CIO
Baseline for

IT Governance

IT Governance 
Implementation 

Guide using COBIT

Board
Briefing

Audit Director
Baseline for

IT Governance

IT
Assurance 

Guide using COBIT

HOWHOW
Framework

Control
Objectives

Management
Guidelines

Maturity
Models

Control
Objective

Control
Practices

Assurance
Approach

Value Risk

WHATWHAT

Framework

Control
Objectives

Management
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Framework

Control
Objectives

Management
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Implementation 

Guide using COBIT

HOWHOW

Board
Briefing

CIO
Baseline for

IT Governance

IT Governance 
Implementation 

Guide using COBIT

Board
Briefing

Executive
Baseline for

IT Governance

IT Governance 
Implementation 

Guide using COBIT

Board
Briefing

CIO
Baseline for

IT Governance

IT Governance 
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Started in 2003
Integration of Standards
Update of COBIT

COBIT Mapping 
Project

Further mappings
• In progress

TOGAF (Architecture)
COSO ERM
GBPM

• On our radar
ITIL v3
FFEIC (US banking)
NIAC (Insurance)
NIST SP800-53
FISMA 
IAIS Framework (Solvency II)
HIPAA (Health Insurance)
GLBA (Privacy)
ISO19770-1 (SW Asset Mgmt)
ISO 20000 (Service Mgmt)
ISO 27005 (Risk Mgmt)
ISO 27002 (ISO17799)
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Differences between 
COBIT 4.0 and 4.1

Changes in the Core Content
• No fundamental update to the framework but fine-tuning
• Executive Overview enhanced
• Explanation of Performance Measurement 
• Control Objectives

Definition updated
– Moving towards management practice statement

Lessons learned
– Control Practices 
– ValIT development
– Input from users

Grouped / reworded Control Objectives
Update of Application Controls

• List of Business and IT Goals (Appendix I)
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Future developments

No radical changes of COBIT 4.x in the next years
Ongoing update and improvement
Alignment of COBIT-Products
• COBIT Online
• QuickStart
• Mapping
• Slicing & Dicing
• ValIT & RiskIT

COBIT has a BIG impact
• Relationship Governance, Business and IT
• Control Objectives for Business and IT



Robert.Stroud@ca.com



Robert.Stroud@ca.com

COBIT
Governance & management 
of a portfolio of technology 
projects, services, systems 
& supporting infrastructure

Val IT
Governance & management 
of a portfolio of business 
change programmes

Are we doing 
the right 
things?

Are we doing 
them the right 

way?

Are we doing 
them well?

Are we getting 
the benefits?

Are we doing 
the right 
things?

Are we doing 
them the right 

way?

Are we doing 
them well?

Are we getting 
the benefits?

Are we doing 
the right 
things?

Are we doing 
them the right 

way?

Are we doing 
them well?

Are we getting 
the benefits?

Are we doing 
the right 
things?

Are we doing 
them the right 

way?

Are we doing 
them well?

Are we getting 
the benefits?

Are we doing 
the right 
things?

Are we doing 
them the right 

way?

Are we doing 
them well?

Are we getting 
the benefits?

POPO

AIAI

MEME

DSDS

PMPM
VGVG

IMIM

ValIT - “a value lens into    
COBIT”
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Board / Senior Executive

Business Management

IT Operations

IT (Functional Mgt)

A
ud

ito
rs

Val IT

COBIT

ITIL

What fits where?
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Framework
Business Case
Case Study (initial)

DONEDONE

Extend FW to 
services & other IT 
resources
Business Case v2.0
QuickStart Guide
Forums
Benchmarking

PLANNEDPLANNED

Empirical Analysis
Maturity Models
Management 
Guidelines
Taxonomy

IN PROCESSIN PROCESS

Available for free download from:
www.isaca.org or www.itgi.org

Val IT Initiative Status
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The strategic question. Is the investment:
In line with our vision?
Consistent with our business principles?
Contributing to our strategic objectives?
Providing optimal value, at affordable cost, at 
an acceptable level of risk?

The the value question. Do we have:
A clear and shared understanding of the expected 
benefits?
Clear accountability for realising the benefits?
Relevant metrics?
An effective benefits realisation process?

The architecture question. Is the investment:
In line with our architecture?
Consistent with our architectural principles?
Contributing to the population of our 
architecture?
In line with other initiatives?

The delivery question. Do we have:
Effective and disciplined delivery and change 
management processes?
Competent and available technical and business 
resources to deliver:

the required capabilities; and
the organisational changes required to leverage the 
capabilities?

Are we
doing

the right
things?

Are we
doing

the right
things?

Are we
doing them

the right
way?

Are we
doing them

the right
way?

Are we
getting

them done
well?

Are we
getting

them done
well?

Are we
getting

the
benefits?

Are we
getting

the
benefits?

Are we
getting

the
benefits?

Are we
doing

the right
things?

Are we
doing

the right
things?

Are we
doing

the right
things?

Are we
doing

the right
things?

Are we
doing them

the right
way?

Are we
doing them

the right
way?

Are we
doing them

the right
way?

Are we
doing them

the right
way?

Are we
getting

them done
well?

Are we
getting

them done
well?

Are we
getting

them done
well?

Are we
getting

them done
well?

Are we
getting

the
benefits?

Are we
getting

the
benefits?

Are we
getting

the
benefits?

Are we
getting

the
benefits?

Are we
getting

the
benefits?

Are we
getting

the
benefits?Some fundamental 

questions
about the
value delivered
by IT

Source: The Information Paradox

The Four “Ares”
- continually asking:
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PortfolioPortfolio
ManagementManagement

Programme Programme 
ManagementManagement

Project Project 
ManagementManagement

Programme – a structured 
grouping of projects designed to 
produce clearly identified 
business value

Project – a structured set of 
activities concerned with delivering 
a defined capability based on an 
agreed schedule and budget

Portfolio – a suite of business 
programmes managed to optimise 
overall enterprise value

Projects, Programmes
and Portfolios
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Val IT Principles

IT-enabled investments will be managed as a portfolio of investments. 

IT-enabled investments will include the full scope of activities that are required to 
achieve business value. 

IT-enabled investments will be managed through their full economic life cycle. 

Value delivery practices will recognise that there are different categories of 
investments that will be evaluated and managed differently.

Value delivery practices will define and monitor key metrics and will respond 
quickly to any changes or deviations. 

Value delivery practices will engage all stakeholders and assign appropriate 
accountability for the delivery of capabilities and the realisation of business 
benefits. 

Value delivery practices will be continually monitored, evaluated and improved. 
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Value Governance (VG)

Portfolio Management (PM)

Investment Management (IM)

Val IT Processes
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Val IT
Relationship between 
Processes & Practices

Provide strategic direction
Establish

portfolio parameters

Maintain 
resource 
profile

Maintain 
funding 
profile

Evaluate & 
prioritize 

investments

Move selected 
investments to 
active portfolio

Manage 
overall 

portfolio

Monitor & 
report on 
portfolio 

performance

Identify 
business 

req’ts
Define candidate 

programme

Analyse alternatives Assign 
accountability

Manage 
programme 
execution

Document 
business case

Launch 
programme

Monitor & 
report on 

programme 
performance

VG1-
4, 6 -7

VG5, 
9-11VG8

PM1-5 PM6

PM7-
10

PM11 PM12-13

PM14

IM1-2 IM3, 5-7

IM4 IM9
IM8, 
13

IM10 IM 11-
12 IM14

Establish governance framework

Retire 
programme

IM15

VG

PM

IM
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Val IT
Processes & Key Management 
Practices

VG1   Ensure informed and committed leadership
VG2   Define and implement processes
VG3   Define roles & responsibilities
VG4   Ensure appropriate and accepted 

accountability
VG5   Define information requirements
VG6   Establish reporting requirements
VG7   Establish organisational structures
VG8   Establish Strategic Direction
VG9   Define investment categories
VG10 Determine target portfolio mix
VG11 Define evaluation criteria by category

PM1 Maintain human resource 
inventory

PM2 Identify resource requirements
PM3 Perform gap analysis
PM4 Develop resourcing plan
PM5 Monitor resource requirements 

and utilisation
PM6 Establish investment threshold
PM7 Evaluate initial programme

concept business case
PM8 Evaluate & assign relative score to 

programme business case
PM9 Create overall portfolio view
PM10 Make and communicate 

investment decision
PM11 Stage-gate (and fund) selected 

programmes
PM12 Optimize portfolio performance
PM13 Re-prioritise portfolio
PM14 Monitor and report on portfolio 

performance

IM1 Develop a high-level definition of investment opportunity
IM2 Develop initial programme concept business case
IM3 Develop clear understanding of candidate programmes
IM4 Perform Alternatives Analysis
IM5 Develop Programme plan
IM6 Develop Benefits Realisation plan
IM7 Identify Full life cycle costs & benefits
IM8 Develop detailed programme business case
IM9 Assign clear accountability & ownership
IM10 Initiate, plan and launch the programme
IM11 Manage programme
IM12 Manage/track benefits
IM13 Update business case
IM14 Monitor and report on programme performance
IM15 Retire programme

Value
Governance

(VG)

Portfolio
Management

(PM)
Investment

Management
(IM)

VG1   Ensure informed and committed leadership
VG2   Define and implement processes
VG3   Define roles & responsibilities
VG4   Ensure appropriate and accepted 

accountability
VG5   Define information requirements
VG6   Establish reporting requirements
VG7   Establish organisational structures
VG8   Establish Strategic Direction
VG9   Define investment categories
VG10 Determine target portfolio mix
VG11 Define evaluation criteria by category

PM1 Maintain human resource 
inventory

PM2 Identify resource requirements
PM3 Perform gap analysis
PM4 Develop resourcing plan
PM5 Monitor resource requirements 

and utilisation
PM6 Establish investment threshold
PM7 Evaluate initial programme

concept business case
PM8 Evaluate & assign relative score to 

programme business case
PM9 Create overall portfolio view
PM10 Make and communicate 

investment decision
PM11 Stage-gate (and fund) selected 

programmes
PM12 Optimize portfolio performance
PM13 Re-prioritise portfolio
PM14 Monitor and report on portfolio 

performance

IM1 Develop a high-level definition of investment opportunity
IM2 Develop initial programme concept business case
IM3 Develop clear understanding of candidate programmes
IM4 Perform Alternatives Analysis
IM5 Develop Programme plan
IM6 Develop Benefits Realisation plan
IM7 Identify Full life cycle costs & benefits
IM8 Develop detailed programme business case
IM9 Assign clear accountability & ownership
IM10 Initiate, plan and launch the programme
IM11 Manage programme
IM12 Manage/track benefits
IM13 Update business case
IM14 Monitor and report on programme performance
IM15 Retire programme

Value
Governance

(VG)

Portfolio
Management

(PM)
Investment

Management
(IM)
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VG - Getting ahead 
of the Curve!

Requires an Effective Full Cycle Governance Process that…

Prevent / Plan Contain / React Recover / Throw 
away or start again

$’s

Develops complete
& comprehensive

Value-driven plans

Senses & responds
to deviations early,

quickly  and
decisively

Eliminates the risk
of getting to the

crisis stage

“How does a 
project get to 
be a year 
behind 
schedule? 
One day at a 
time.”

Fred Brooks
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1. Fact Sheet

2. Alignment

3.Financial 
Benefits

5. Risks

6. Optimising 
risk & return

4. Non-fin. 
Benefits

7. 
Documentation

8. Maintenance

Why the business case?
Understanding of what you plan to achieve;  how 
you are going to manage it and who is 
accountable
Basis for comparison and choice
Recording all that needs to be tracked (cost, 
risks, benefits, etc.)
Maintain clarity on what you are doing

Business 
Outcomes

Business 
Capability

Operational 
Capability

Technical 
Capability
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IM – The Business 
Case



Robert.Stroud@ca.com

Condition 1: Clear mandate and scope 
Condition 2: Sufficient authority and latitude to act
Condition 3: Requisite competence
Condition 4: Commensurate resources
Condition 5: Clear lines of accountability
Condition 6: Understanding of rights and 

obligations
Condition 7: Relevant performance measures

Plus... there must be acceptance of accountability

Source: The Information Paradox

7+1 Key Conditions for 
Activist Accountability
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VENTURE

GROWTH

NON
DISCRETIONARY

CORE

Every investment need not follow:
The same level of value analysis
The same level of control
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Transform 
the Business

DISCRETIONARY
ENHANCEMENTS

Grow the 
Business

Run the 
Business

Value
Assessment

Little Analysis

Impact Analysis

Cost Benefit
Analysis

Degrees of 
freedom to 

allocate 
funds

Clarity of 
connection 

with desired 
business 

outcomes

Source: Meta Group

VG9 -
Categorisation
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Alignment

Business worth
Are we
doing

the right
things?

Are we
doing them

the right
way?

Are we
getting

them done
well?

Are we
getting

the
benefits?Picking 

the 
Winners

Risk

PM8 - Evaluation 
Criteria
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Alignment with movement toward desired future state

Alignment with intent of business plan for information
Broad access to information services

To what extent does this initiative improve people’s ability to access information 
services wherever they are working?

No contribution
to broad access

0

Provides some
enhancement in
information services
provided: no systemic
or extensible 
beneficial
effect on information
access across the
organization

Capabilities will
significantly extend
the ability to access
information either
geographically, or in
breadth of information
available for one
major process area

Capabilities will
significantly extend
the ability to access
information either
geographically, or in
breadth of information
available for more
than one major 

process area

Provides key
component needed to
supply “universal”
access to information
services in the form
needed

1 2 3 4

Scoring 
grid

Question 
to address
specific 
indicator
of 
alignment

Anchored 
“typical”
answers

Alignment 
element

Source: Fujitsu

PM8 – Value 
Assessment -Alignment
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Financial
• Value = (benefits-costs)*risk adjusted for time value of money, 

where
Benefits and costs are over the full economic life-cycle of the investment

• Many ways to calculate and many “religious arguments” over 
what is the best way…key is to ensure completeness and 
consistency…look for same level of rigour on benefits as costs

Non-financial

PM8 - Value 
Assessment –
Business Worth
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Delivery risk
• Risk of not being able to deliver the required capabilities 

(functionality) on time and on budget

Benefits risk
• Risk of not being able to use the capabilities to realise and 

sustain the expected benefits

PM8 - Types of Risk
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PM8 - Delivery Risk

Quality of the programme and project plans (completeness and reasonability)
Clarity of scope and deliverables
Unproven technology
Compliance with technology architecture and standards
Project duration
Size of the project in relation to earlier successful projects
Level of interface required to existing systems and processes
Senior business department staff involvement
Key staff availability during project deployment
Experience/quality of project managers
Experience/quality of project teams
Reliance on vendors
Dependency on factors outside control of project teams
Quality of risk control mechanisms
Ability to provide ongoing operational support
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Non-alignment with commercial policies or strategy
Non-alignment with technical standards, architecture, etc.
Compliance with security guidelines/policy
Clarity and credibility of desired business outcomes 
Measurability of outcomes (lead and lag indicators)
Benefits monitoring processes
Sensitivity of outcomes to timing or external dependencies, including changes in the economy, market 
conditions or a specific industry sector. 
Extent of organisational change required (depth and breadth)
Clarity of the scope of organisational change required
Quality of the change management plan
Preparedness and capability of business to handle the change
Level of business organisational understanding of and commitment to the programme
Quality and availability of business sponsorship
Senior business department staff engagement
‘Big bang’ programme or ‘do-able chunks’

PM8 - Benefits Risk
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Financial Worth

vs.

Risk
LegendLegend

Green = “Are” Risk score between 1 & 3.9

Yellow = “Are” Risk score between 4 & 6.9

Red = “Are” Risk score between 7 & 10
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Outcome Metric /
Fre-

quency
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Source: Fujitsu
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Responsibilities of 
the CIO

Deliver required technology services at an affordable 
cost with an acceptable level of risk
Work in partnership with the (other parts of the) 
business to help them
• optimize value from existing services
• understand the opportunities for business change enabled 

by current, new or emerging technologies
• understand the changes they will have to make (BPPTO) to 

realize value from these opportunities
• select opportunities with highest potential value and 

execute such that value is maximized
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What does this mean to 
you?

Delivering the IT capability is not enough
• Necessary but not sufficient
• Value comes from how the business manages and uses IT
• This increasingly requires significant organizational change
• Business engagement and accountability are essential

Look beyond IT practices/controls to business 
practices/controls
• Business/IT partnership

You can make a difference
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Summary 
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Robert’s advice 

Download the publications and the other good practices
Switch on your brain and read the guidance available
Stop any religious war
Get your stakeholders on board
Get a clear picture of where you are and where you want to be
Define the way and measurements
Do it!
Improve IT
Prove your improvement

Remember read the materials and engage the brain! 
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Conclusion

A wide range of good practices are available
IT should not re-invent the wheel
An overall control framework should be applied
Good & best practices should be integrated
It is possible & feasible
External, independent support is beneficial
If you still think, COBIT is for auditors only, go to 
www.isaca.org, download it and read it. You’ll be surprised!
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